
IN MATTERS OF NATIONAL CYBER 
SECURITY, much of the narrative is 
dominated by the threat of stolen data. 
Whether it is foreign agents looking 
to steal national secrets for their own 
gain, or whistleblowers like Edward 
Snowden who want to expose their own 
government’s actions, these are the types 
of stories which grab the headlines. 

Certainly, such politically motivated 
data thefts often spark urgent calls for 
action to be taken, but in reality there 
is little governments can do. Data theft 
leaves you vulnerable in the long term, 
but whoever steals the data will likely 
require time to formulate a plan for 
what to do with it. However, what does 
have an immediate impact and can be a 
genuinely life-threatening cyber attack is 
the kind that takes systems offline for an 
indeterminate period of time – and in my 
view this is where more defence spend in 
this area should be focused.  

Normally when I talk about IT 

outages, I’m speaking with people to 
whom the outage would cost a couple 
of days of operational time and threaten 
profitability. However, for defence 
operations the cost is not calculable in 
the same way. The infamous TSB outage 
of April 2018, which left many customers 
without access to their accounts for 
weeks, was recently confirmed as having 
cost the bank £330.2 million. But what 
is the cost when financial loss is not the 
primary concern? 

While a bank is primarily focused on 
turning a profit for itself and its investors, 
defence operations are almost entirely 
concerned with the safety and security 
of the country and its operatives. With IT 
operations now an essential part of any 
military procedure, any sort of disruption 
or unavailability would, in a best-case 

scenario, cause delays. A worst-case 
scenario could see personnel out in the 
field blind without technological and 
intelligence backup, something that 
should not even be a consideration in 
2019. 

There are two main types of attack 
that can cause issues, and both primarily 
come in the form of ransomware – a 
threat that continues to grow in 
sophistication. Untargeted ransomware 
attacks tend to have the widest spread, 
largely through phishing emails that will 
put the data of vulnerable devices – or 
the entire network – behind a paywall. 
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Marie Clutterbuck, Data Protection 
Expert at Tectrade, looks at the 
potential dangers facing military 
security should the worst happen 
and the military fall victim to a 
cyber attack, and how DR testing can 
play a crucial role in data recovery 
and reducing downtime.

IT AVAILABILITY – 
NOT DATA THEFT – POSES 
THE BIGGEST THREAT TO 
MILITARY SECURITY
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This is the type of attack which exposed 
the NHS’s dangerously outdated IT 
infrastructure to WannaCry in May 2017, 
causing 19,000 appointments to be 
cancelled. This attack occurred because 
one infected device got onto the network, 
and then quickly proliferated. The 
motivation for untargeted ransomware 
is financial and malicious, but it is not 
purposefully aiming to disrupt operations 
for anything other than monetary gain.

Targeted attacks, however, are 
much deadlier. Should it be targeted 
ransomware with solely financial 
motivations, the hackers will be aware 
that the data is invaluable and demand a 
large sum for the recovery key. With the 
highly confidential data that is housed 
by the military, there will likely be fewer 
copies and the access would be much 
more privileged – leading the organisation 
to often see paying the ransom as the 
only option available.

However, the kinds of cases which 
pose a greater threat to national 
security are those targeted to cause 
embarrassment and disruption for 
political motives. Distraction and 
disruption are tactics that have been 
used in military operations for centuries. 
From raiding to interdiction, classical 
warfare has always used whatever 
tactical advantage it can to ‘get behind 
enemy lines’. With the battle lines now 
drawn in cyberspace, the same goes for 
cyber warfare. If an enemy knows that 
an operation is entirely reliant on its IT 
infrastructure, it will know that it can gain 
a significant advantage by knocking that 
infrastructure offline. Without correct 
procedures in place the military will be 
left scrambling and vulnerable. In the 

same way, an enemy can attempt to 
cause IT outages in order to humiliate a 
defence contractor and highlight their 
vulnerabilities. It is embarrassing when a 
large business suffers data outages, but a 
military IT outage would be a nationwide 
scandal that would put those in charge in 
the spotlight.  

It’s not just malicious actors that can 
cause outages, however. The Ministry of 
Justice suffered a national IT outage in 
January, which it later confirmed was due 
to an ‘infrastructural failure’. Similarly, 
other businesses and organisations have 
experienced outages due to extreme 
weather and botched IT upgrades. 
Regardless of what has caused the outage 
– be it malice or incompetence – it is 
impossible to ensure systems are brought 
back online efficiently without the correct 
procedure. And it is just as difficult to 
create said procedure without the full 
knowledge of the IT systems that can 
be gleaned from disaster recovery (DR) 
testing. 

DR testing absolutely must not 
be underestimated. It puts the IT 
infrastructure in a worst-case scenario 
and provides support teams with 
knowledge of how long it would take 
them to recover data, restore critical 
applications and resume normal service. 
DR testing is often neglected by many 
organisations, but without it and the 
subsequent creation of a disaster recovery 
plan defence operations will likely see 
that their state-of-the-art IT systems 
are ill-equipped to execute as and when 
needed. 

It is for this reason that defence 
operations must adopt a ‘zero day’ 
approach to IT architecture. Zero day 

architecture allows organisations of all sizes 
to minimise downtime and recover from 
backups without having to worry about 
lost data. An evolution of the 3-2-1 backup 
rule (three copies of your data stored on 
two different media and one backup kept 
offsite), zero day recovery enables an IT 
department to partner with the cyber 
team and create a set of policies. These 
policies define the architecture for what 
they want to do with data backups stored 
offsite, normally in the cloud. This policy 
could, for example, mean that a particular 
workload (such as access to satellite 
link-ups) needs to be brought back online 
within 20 minutes while other less essential 
workloads can wait a couple of days.

National security is now reliant on 
technology more than ever. Mission-
critical systems will need to be accessible 
at a moment’s notice while also being the 
most secure IT systems in the country. Of 
course, theft of confidential government 
and military files poses a great risk, but the 
nation would be just as vulnerable being 
locked out of its own systems. As such, it is 
a matter of national importance to balance 
the two. Nobody wants to be a victim of 
theft, but it is equally little consolation 
to have that data safe but inaccessible 
because of outages or ransomware. 

“A worst-case scenario 
could see personnel 
out in the field blind 

without technological 
and intelligence 

backup, something that 
should not even be a 

consideration in 2019”
– Marie Clutterbuck, Data Protection 

Expert at Tectrade


